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CGontents

e Security

e Threats

e Violations



Security - Similarities

e Account deletion and deactivation

o  Deactivation is not permanent
e Passwords

o Long, no words containing letters and numbers
e Login/-Alerts

o acode on your phone

e Blocking

o Lets you block a certain person
e Spam

o Reportable fake content
e  Phishing

o  Fake posts to obtain information
e Information

o  Preventing government from accessing data
e Two-factor Authentication

o  SMS with a code is sent to the phone



Security - Differences

Facebook

° Trusted Contacts, Choose 3 to 5 contacts to be
trusted to contact in case you get locked out
Each friend will get one piece of a code
If you bring them together, you will get the full code
and be able to recover the account.

e Unfriending- If you unfriend someone on Facebook,
they can still see your profile and images (if you are
not on private mode), but you will no longer see their
posts.

e Phishing, fake Facebook sites can steal your account
details, if you press the “like-button”, it automatically
starts to download malware.

Twitter

Tweets can be private and/or in a certain location
Discoverability

Personalisation

DMs

Twitter Teams

Safe-Search

Mute Accounts/Words



Threats - Similarities

Hackers
o Identity theft
Fake News
Spam Mails
o  Don’t trust every e-mail
e Scam
o Don’t tell anyone your account details
o  Keep your account safe from friends
e Malware/Virus
o  Keep your PC safe to secure your account details



Threats - Differences

Facebook

e Don'’t accept all requests

o If you don’t know the person
e Don’t post everything about yourself

o  Posts good moments but not all of your life
e Make all personal details private

o Posts
o Personal information
m Address

m  Mobile number
m Place of work/working hours
m  Relationship (status)

Twitter

Threats of violence

O

People wish for death or disease of an
individual or group of people.

Impersonation

O

Trolls can make fake accounts to damage
the reputation of famous people.



Threats - Differences

Facebook Twitter

e Don'tfill everything in
o  When you register
o When you provide your personal data
e People can damage your image
o  Don't tell everybody private details about
yourself
e Keep your password safe
o  Don’t tell anyone your password
o Make a safe password



Violations- Similarities

e Harassment or abuse of other people
e Post graphical content that may end up being harmful
e Posts that show violence and physical harm
e Hate speech against people based on:

o Gender

o  Sexual orientation

o Race

o  Ethnicity

o Religion

o  Nationality

o Disabilities

e Abuse and hateful conduct
o  Unwanted sexual advances
o  Hateful conduct
o Hateful imagery and display names



Violations - Differences

Facebook: Twitter:

Fake/impostor profiles
Threats or direct attacks towards groups of
people
Posting copyrighted content
Organizing crime via Facebook
e Bullying

e Malware phishing - Don’t publish links to
malicious content which damages or disrupts the
other person’s computer.

e Don’t use pornographic or violent media in your
profile picture.

e Don’t post tweets that include racial slurs and
pictures.

Unlawful use
Misuse of Twitter logos
Misuse of usernames
o  The number of accounts created
o  The creation of an account for the purpose
of selling accounts
o  Using someone else’s name on account



Thanks for your attention!

If there are any questions, please raise your
hand



